ASIT ROHAN DASS

asitdass33@gmail.com | +91-7504008858 | https://github.com/asitdass | https://www.linkedin.com/in/asit-rohan-dass-775402192/
SUMMARY

Full-Stack Software Engineer with 2.5+ years architecting production systems at scale using React.js, Next.js, Node.js, NestJS, AWS and delivering cloud
security hardening, Cl/CD automation, DRM video infrastructure, and distributed Saa$S platforms serving 200000+ active users across high-growth
EdTech.

SKILLS

Frontend: React.js, Next.js, Ember.js, Vite, TypeScript, JavaScript, Tailwind CSS v4, Shadcn/Ul, Ant Design, SCSS, TanStack Query

Backend & Distributed Systems: Node.js, NestJS, PHP, C++, REST APIs, Webhooks, BullMQ, Redis, Prisma ORM, PostgreSQL, MySQL, MariaDB,
Queue-Based Architectures, Event-Driven Systems

Cloud, DevOps & Infrastructure: AWS (EC2, S3, RDS, ECR, ECS, Cloudfront, IAM, Lambda, CloudWatch), Docker, CI/CD, GitHub Actions, Nginx, CDN,
Zenduty

Security & Architecture: RBAC, JWT Authentication, Row-Level Security (RLS), AES-256 Encryption, Multi-Tenant Architecture, Idempotent Job Processing
Al Tools & Technologies: Claude Al, Cursor, Copilot, Vector DB, RAG Pipelines, Al-Assisted Development

WORK EXPERIENCE

Edmingle - Software Engineer - Onsite Jul 2023 — Present

GitHub Actions CI/CD — Multi-Environment Release Automation
— Architected and deployed scalable CI/CD pipelines using GitHub Actions for 2 core products, enabling seamless, multi-environment releases
(staging/production) via Yarn, CDN, S3, and CloudFront.
— Eliminated manual intervention and enhanced security by implementing OIDC for AWS authentication, removing long-lived cloud keys from Cl, and
establishing repeatable, auditable release processes.
— Accelerated engineering velocity and feedback loops by fully automating the packaging and upload process, shifting focus from maintenance to
development and ensuring predictable staging-to-production paths.
AWS Cloud Security & Infrastructure
— Led end-to-end remediation of 50+ critical VAPT findings across EC2, S3, IAM, RDS, and Lambda — enforced IMDSv2, least-privilege IAM, MFA on
root, and removed public SNS access, cutting the platform attack surface by 40% and achieving full compliance.
— Automated incident response by integrating Zenduty with CloudWatch alarms, reducing Mean Time to Detect (MTTD) by ~60% and enabling
real-time on-call escalation across the engineering team.
Video Security & Streaming Infrastructure
— Architected a multi-provider DRM video pipeline (Gumlet SDK, Vimeo, Videocrypt) that eliminated piracy incidents entirely and scaled live-class
streaming to 100+ hours/day with 99.9% uptime across 50,000+ active learners.
Full-Stack Communities Platform
— Designed and shipped an end-to-end Communities module (Next.js student app, React.js admin panel, Node + relational DB) supporting org-,
batch-, and bundle-level discussion spaces and 1:1 messaging — adopted by 100% of Edmingle's enterprise clients within 2 months of launch.

Edmingle - Software Engineer Intern - Onsite Jan 2023 —Jun 2023

Assessment, Certification & Growth Systems
— Built a high-scale Assessment System (Ember.js, PHP, HBS) that improved exam delivery efficiency by 50% for 100+ admins and 50,000+ students;
simultaneously engineered a Certificate Management System automating recertification workflows via email.
— Delivered Edmingle's marketing landing page (Next.js, Ant Design) with SSO + OTP authentication, directly contributing to a 30% uplift in new user
sign-up conversion post-launch.

PROJECTS/PRODUCTS

Duepy - Full-Stack B2B Payment Recovery Saas$ - Live Link Next.js 15 - NestJS - PostgreSQL - Redis - BullMQ - Razorpay

— Engineered a distributed reminder processing system using BullMQ + Redis with delayed queues, deterministic job scheduling, retry/backoff
orchestration, and idempotent workers to automate invoice recovery workflows across WhatsApp and email channels.

— Architected a secure multi-tenant backend using NestJS, PostgreSQL, Prisma ORM, and Supabase Auth with organization-scoped RBAC, Row-Level
Security (RLS), webhook verification, and AES-256-GCM encrypted credential management for payment infrastructure.

— Built end-to-end Saas infrastructure including Razorpay payment-link automation, event-driven invoice state reconciliation, real-time analytics
pipelines, subscription quota enforcement, and production-grade CI/CD + deployment workflows across frontend, backend, and cloud
infrastructure.

EDUCATION

Odisha University of Technology & Research (OUTR) 2019 - 2023
B.Tech in Information Technology - CGPA:9.63 /10 - Bhubaneswar, Odisha, India


https://www.duepy.com/

